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Data Center World — Certified Vendor Neutral

« Each presenter is required to certify that their
presentation will be vendor-neutral.

« As an attendee you have a right to enforce this
policy of having no sales pitch within a session
by alerting the speaker if you feel the session is
not being presented in a vendor neutral fashion.
If the Issue continues to be a problem, please
alert Data Center World staff after the session is

complete.

Twitter: @datacenterworld #DCWLAL17 Déf TA C E NTE R WO R L D® 2
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Impacts of Data Centers Physical
Protection Survivability Vs. Sustainability

Many newly critical facilities combine a physically protected
shell with a high tier objective.

Cooling systems as well as generators require massive
airflow. This is incompatible with with the requirements
regarding endurance to blast impact that might affect
equipment.

Tier IV sites require compartmentalization and multiple
active components.

|s a physical hit equivalent to a single failure?

The presentation will discuss topologies of protected fata
centers, impact on tier levels, PUE, Capex & Opex as well as
cost distribution between fac:|||ty, electromechanical systems
and protection elements.
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Agenda

« (Characteristics of data centers

« Protected sites - characteristics and risks

« Tier Ill sites
 Tier IV sites

« Impact on PUE
 Cost impacts

 Out of this discussion:
. Specific threats and protection level

. IT Systems architecture — best s%stem availability is probably

achieved by spreading the risks
. Lower tier level (I or II) sites

etween multiplé sites
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Unprotected Site Topology -

Chillers or
Cooling tower

: 0] ,
° SOft S h e | | Free air flow o° Free air flow

. — —p
—_— | Systems A —_—p | Systems B
« |nfrastructure Availability

2N or almost 2N energy
systems. Data (Tjemter

« Option for free cooling CRACs, UPS
(depends on environment climate)
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My Neighborhood - Israel

« The entire country is under
the threat of missiles hitting

« Every house has a shelter

« Every new apartment has a
shelter protecting against
1500 Lb. bomb@15 M

« Every new apartment has BC
filtration system

« Many protected critical
facilities

g

Black Sea

istanbul
o
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My Neighborhood

California area = 20 X Israel
Less options for redundancy
Single electrical grid

Cost of electricity — 0.1 $/KW*H¥.
Cost of water —2.00 $/M3

Redgmo
Ll NEVADA
0
Humboldt: Toiyabe
Sacrag\ento National Forest
San Frgncisco
San Jose
5 5
Fregno Y ‘
Death Valley
CALIFORNIA National Park  Las \éegas
Bakersfield
o]
Los &eﬁes
QAnaheim
San Diego
e
Laviesll
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Protected site risks

Physical hit:
Direct hit or nearby hit (blast, shrapnel)
Target aiming or statistical hit

. Type of weapon: missile, bomb...

« BC (or ABC) protection
« EMP
« Terror attack

« Air heat exchangers (radiators) are very sensitive to blast and
so are electrical boards and control equipment.
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Protected site characteristics

« Heavy shell — cost of shell and protection.

« Blast impact — airflow (independent of shell).

« Underground - cost, air movement, underground water level.
« BC filtration — operation and movement limitations.

« QOperation - shift from routine to emergency.

« Generator size — impact by additional power demand for air
movement (blowers).

« Tier IV - demand for compartmentalization — dual air paths.

« Autonomous operation for 3-7 days: fuel and water
reservoirs.

DATA CENTERWORLD
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Protection Philosophy

« Physical survivability.
« Enhanced Infrastructure Availability.

« Pre-Alarm (time to shift to protected mode) or constant
protection.

« (Can we define an equivalent protection tier level?
- Residual Tier level after physical hit.

* Protect your data and IT equipment or keep business
continuity.
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Protected DC

Chillers or
Cooling tower

 Non-protected energy Frecairflow  Physica Oo Free ai flow

separation

. . . . Syst A Syst B
« Statistical survivability from ysiems —| systems

single hit by separation.

« After a hit — option to install Data Center
mobile generators and Wofed?d shell
chillers. CRACS. UPS

« Tier Ill or tier IV

* No influence of protection on
efficiency.

DATA CENTERWORLD
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Protected DC — Tier ||

« Differentiation between Tier rating and

risk of hit. Free air flow
 Normally one system is running. —| Energy
« The other is encapsulated behind blast ——>] SystemsB
doors.
 Doors open in case of system failure or
physicaPhit Data Center

« Scheduled testing of redundant pmtedid shell

protected system

: : : CRACs, UPS
« The physical protection is affected after
a failure
* lrrelevant for Tier IV - Demand for
concurrent operation of two energy Energy NLC.
SySte ms Systems A

« Possibility of low PUE

DATA CENTERWORLD .
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Protected DC — Tier ||

Data Center

BLAST DOOR protected shell
T

CRACs, UPS

Energy ’
Systems A e
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Blast door

15



Protected DC — Tier |V

« Differentiation between tier rating Physical

d . k fht 14 separation 1
dana risK o I —_— —

Energy > Energy

Systems > Systems

« Concurrent operation of two
energy systems 509 each

 The rest is protected behind blast Data Center
doors protected shell
il
« Doors open in case of system CRACs, UPS

failure or Physical hit

The physical protection is affected 1 o

: e physical protection is affecte

after a failure %% N.C.
.

° COH’]DMZE]HOH ? M = N

/
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Protected DC — Tier IV:

- differentiation between Tier rating
and risk of hit

e concurrent operation of two energy
systems 509, each

 The rest is protected behind blast
doors

« Doors open in case of system
failure or Physical hit

« The physical protection is affected
after a failure

« Compartmentalization

DATA CENTER WORLD
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Physical
separation

2 Energy
Systems B

Data Center
protected shell

T

CRACs, UPS
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Systems A




Protected DC — Tier |V

—l
—l
—l

Separation between outside chillers
oRe”ratlng with free airflow and protected
chillers

Option for installing only cooling towers
outside

Generators can be protected. If utility is
available no effect on PUE

Protected energy systems operate in
case of failure or hit

Physical protection affected after
failure

Lower PUE
High Capex

Free air flow

—
Chiller A =P | Chiller B
——

Energy
Systems B

Data Center
protected shell
T
CRACs, UPS

Energy
Systems A

N.C.

N.C.
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Protected DC — Tier |V

« Differentiation between routine and
emergency

« Routine - Tier IV

 Normally (doors open) both
systems are running — Tier |V
configuration

 Medium-high PUE

Energy
Systems B

Data Center
protected shell
T
CRACs, UPS

Energy
Systems A

N.O.
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Protected DC — Tier ||

« Differentiation between routine
and emergency

 Routine — Tier IV
« Shift to emergency mode
 Emergency — Tier Il

« Emergency (one set of doors is
closed) one system is running —
Tier |lI configuration

 Loss of redundancy and
protection after first hit

 Medium-high PUE

e Energy e
. Systems B 8

Data Center
protected shell
T
CRACs, UPS

DATA CENTER WORLD
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Protected DC — Tier ||

« Differentiation between routine
and emergency

* Routine — Tier IV *
« Shift to emergency mode

 Emergency — Tier Il

« Emergency (one set of doors is
closed) one system is running —
Tier |lI configuration

ost of redundancy and
protection after first hit

 Medium-high PUE

Data Center
protected shell
T
CRACs, UPS

DATA CENTER WORLD
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Protected DC

Maze

E%Blower

Free air flow

— Energy
’ Systems B

Data Center
protected shell
T
CRACs, UPS

AN

Energy
Systems A

u
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Blowers
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Protected DC — Tier |V

« Differentiation between Tier Free air flow
rating and risk of hit —

« Concurrent operation of both — | Systeme®
energy systems

« Medium-high PUE Data Center

: : , protected shell

* Protection is kept after physical T

hit CRACs, UPS

-
[1]

CE
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Protected DC — Tier |V

« Symmetry between Tier
rating (availability) and -
survivability Eng 1 k S@

« Concurrent operation of two

energy SyStemS Data Center

e Verv hich PUE protected shell
y hig T

CRACs, UPS

§ E Energy I § §
5% =
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Protected DC — Tier |V

Separation between outside
chillers operating with free airflow
and protected chillers

Option for 509 chillers in each
plant

Option for installing only cooling
towers outside

Generators have no effect on PUE

Protected energy systems operate
In case of failure or hit

The physical protection is kept
after failure

Low PUE
High Capex

—l
—l
—l

Free air flow

—
Chiller A =P | Chiller B
—

Energy
Systems B

Data Center

protected shell
T
CRACs, UPS

!’

E
% %g
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Cooling: package chillers Vs. cooling towers

« Cooling tower:
« Better PUE / COP.

* Need for water
reservoir equivalent

O

to generators fuel - Data Center
backup time. protected shell
T
- Moisture challenge. CRACs., UPS

Chillers

; PACKAGE v
et CHILLER Y
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- Package Chiller:
 Reduced PUE.
* Closed system.




Power and PUE (Tier IV example)

« Chillers (package)
« 1.17 KW/TR
« COP = 3.07

« Forced air power
consumption

« 0.73 KW/TR
« Total power consumption
« 1.88 KW/TR

« COP =1.85 (649, worse)

PUE = 2.22

PUE (without blowers) =
1.91

Blowers influence = 169,

DATA CENTERWORLD 3
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COST - Based on protected Tier |11 DC

LOW VOLTAGE &
SECURITY SYS.
4%

DOORS AND FINISH
9%

AIR CONDITIONING
13%

y

BUILDING

ELECTRICAL

58% PROTECTION
26%

PROTECTED = '

SHELL
21%

BLAST DOORS AND
SYSTEMS
5%
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3 Key Things You Have Learned During this Session

1. Differentiation between Tier rating and protection
level.

2. Shifting from routine to emergency.
3. Efficiency and cost impacts.

Twitter: @datacenterworld #DCWLAL17 Déf TA C E NTE R WO R L D® 30

AAAAA



Thank you

Shimon Katz

Chief Engineer for Special Projects
Electra M&E - |srael
shimonka@electra.co.ll

Tel: +972-54-7645536
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